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1. Overview

1.1 The Need for Internet Filtering

It’s no secret that unmanaged web use results in reduced employee productivity, drains on network bandwidth and increased legal liability. With the total number of online employees increasing worldwide, organizations of all sizes are finding they must address the risks of unmanaged web use. The best approach is to deploy Internet filtering technology in conjunction with a clearly communicated Internet Usage Policy. Web Inspector is the best choice for reliable, flexible, easy-to-use Internet filtering. Designed to help enforce Internet Usage Policies, this award-winning web filtering solution allows organizations to proactively monitor, manage and, if necessary, block access to inappropriate web sites. With Web Inspector, organizations will easily:

· Boost employee productivity by ensuring employees are using the web for work-related purposes.

· Maximize bandwidth - and budgets - by significantly decreasing non-business-related use of Internet connections.

· Minimize legal liability by restricting access to inappropriate web sites, such as pornography and gambling. 


The need for a reliable, flexible, and easy-to-use Internet filtering solution has never been greater. Consider these facts from Vault.com regarding Internet use in the workplace:

· 40% of employees use their work computers to make purchases online.

· 45% of employees use their work computers to make travel arrangements. 

· 37.1% of employees said they surf the Web constantly at work, 31.9% said a few times a day, 21.3% said a few times a week, and only 9.7% said never 

A recent study by NFO Interactive also revealed the following statistics with respect to Internet use in the workplace:

· 64% of employees spend time surfing the web for personal reasons during the 8-5 workday.

· 40% of employees saw a co-worker utilizing the Internet to conduct a job search compared to 33% in 2000 – a 21% increase.

· 1 out of 3 respondents have been or know someone in their organization who has been questioned about inappropriate web usage.

Based on the information presented above, it is no wonder that millions of organizations worldwide are implementing web-filtering solutions. But with the myriad of available web filtering solutions on the market, how does an organization choose the best one for their environment or know what features are most important?

1.2 Important Features to Consider When Selecting a Filtering Tool

Many filtering products offer certain bells and whistles in their solutions in an attempt to differentiate them from the competition. While these unique features might be viewed as nice to have by many organizations, they should never be given priority consideration above the set of core functionality all good filtering solutions should offer. They certainly should not be the criteria that organizations use when making their decision. During the process of choosing an Internet filtering solution easier, all organizations should evaluate content filtering products based on the following five key areas of functionality:

Performance & Scalability

When choosing a filtering product, it is important to know that it has the capability to scale to meet the needs of your organization today and in the future. Understanding how the product interfaces with other network devices and any possible latency it may introduce in periods of high traffic volume are important considerations. The method of deployment, pass-by versus pass-through may also affect performance and organizations need to choose the right deployment method for their unique environment. Lastly, organizations with various locations need to choose a product that can effectively handle multiple gateways, while still providing centralized policy and reporting.

Reporting

To really understand how an organization’s Internet connection is being used, filtering products need to offer a comprehensive suite of reports on web usage. Since organizations have unique requirements, a wealth of available reporting options that will provide the necessary information is essential. 

Graphical reports offer a high-level summary of web activity, while text-based reports provide more detailed statistics of employee surfing. The ability to provide accurate, surf time reports is also one of the best ways to assess potential Internet abuse. Finally, the delivery of this information to key personnel also demands consideration. Since time is money, administrators don’t have the time to continually run reports for senior management. A web-filtering tool that offers automated report delivery to key personnel will ensure ease-of-use and a reduced administrative burden.

Ease-of-administration

IT departments are tasked with a multitude of projects on a daily basis. Products that are labor-intensive are a drain on IT resources and a risk to their overall ROI. In evaluating filtering solutions, organizations should pay close attention to the amount of administration the product will require over time. To address this potential risk, organizations should search for products that are easy to install, require little or no integration with other network devices, offer web-based administration, and can integrate with network directory structures such as Microsoft Active Directory and/or Novell NDS.

User Tracking

Accurate, user-based tracking is one of the most important features to look for in a web filtering solution. The content of user surfing data is often a very sensitive one and organizations must be able to rely on the integrity of the data collected. This is of utmost importance especially when organizations take disciplinary action against employees based on their surfing habits.

To guarantee this data, web-filtering products must offer different options of user tracking depending on the environment in which it is deployed. More importantly, the product must track both user log-ins and log-outs to achieve 100% accuracy. Often times, web-filtering products that claim to offer user tracking fail to track user log-outs, a critical flaw, which can result in inaccurate data.

Finally, if a user logs-in to multiple workstations, the filtering product must be able to accommodate this and still provide accurate user-based surfing data from all workstations simultaneously.

Site Classification

Of paramount importance in a web filtering solution is its ability to correctly classify web sites. Since most solutions enforce policy based on the category designation of the site, organizations should look for web filtering solutions that provide the best classification technology available. Historically, web-filtering vendors have employed either list-based technology or some form of dynamic content analysis to classify web sites. While both approaches offer unique advantages and disadvantages, neither has the ability to provide a complete solution. Therefore, products that offer some form of hybrid approach, employing both types of technology, provide organizations with the most accurate site classification.

2. IM Web Inspector Features

Designed to help an organization effectively address the risks of unmanaged web use, Web Inspector is an award-winning solution that provides proactive monitoring, analysis, and management of web surfing activity. Consider the following features provided by Web Inspector that makes it the most reliable, flexible, and easy-to-use web filtering solution on the market today.

2.1 Policy-based Control

Web Inspector offers an easy-to-use, policy-based approach to managing Internet use. Administrator defined rules enable organizations to control web surfing with ultimate flexibility and ease to successfully enforce an Internet Usage Policy. (Web Inspector’s Policy Screen is displayed in Figure 1.)

Each individual rule in Web Inspector’s policy screen addresses a different aspect of web monitoring and filtering. Together, the rules formulate an organization’s overall web filtering policy. Administrators can easily add, delete, or modify rules to reflect their unique goals.

Each rule is defined by the following six components:

Name

This is an administrator-defined name to identify the rule. Web Inspector ships with a default policy of six rules. These rules are designated by the term, “Default Rule” in the rule name.

Rank

The rank indicates the priority level of the rule. Web Inspector analyzes all web requests and applies the rules in the policy in rank order. The highest ranked rule has a rank of one.

Shift

Shifts determine the time of day and day of week that a rule is in effect. For example, an administrator may want to block inappropriate content 24 hours a day, 7 days a week, but may only want to restrict access to sports sites during work hours. Web Inspector allows for this level of flexibility.

Group

Groups indicate whom the rule applies to. Groups can comprise users, workstations, or a combination of the two. Please refer to section 2.2 for a more complete discussion regarding Groups.

Condition

Conditions are what trigger a rule. Each condition is defined as one or more of the 50+ categories available in Web Inspector. For example, Web Inspector ships with a default condition titled, ‘Adult Content.’ The ‘Adult Content’ condition comprises the categories of Adult, Nudity, and Sexually Explicit. (Please refer to section 2.3 for a more complete discussion regarding Categories.)

Action

Actions define what happens to a web access that meets the defined criteria for a rule. Actions comprise a primary option and an optional, secondary option. Primary options include the access control option, which is the ability to pass or block. Secondary options provide the ability to send email alerts to any designated recipient(s) and can be created for both pass and block actions.

Another definable action is Forced Login. Forced Login refers to Web Inspector’s interactive form of user authentication. This feature can be applied to either users or workstations through policy.
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Figure 1. Web Inspector’s Policy Screen

2.2 Groups

The ability to create, define, and modify groups is an important component of a web filtering solution. Generally, administrators will want to assign different web filtering policies to the various groups and departments that exist in their organization. Furthermore, there may be times when it’s advantageous to enforce policy at the user level versus the workstation level and vice versa. Therefore, it’s important to find a solution that offers the flexibility to do both. Products that can enforce policy and report by IP address or require a separate user log-in may result in a high degree of administrative overhead. Furthermore, some products use workstation and user names interchangeably, which may result in inaccurate policy enforcement. Please refer to section 3.4 for a more in depth discussion of Web Inspector’s user authentication options.
To ease the administrative burden for its customers, Web Inspector allows administrators to import user and group information from other directories, thus eliminating the need to create groups manually. The current options include import from an NT 4.0 domain or via an LDAP directory such as Microsoft Active Directory Service (ADS) or Novell Directory Service (NDS). User and group information can be imported via text files as well.

2.3 Web Inspector Categories

Because the Internet contains such a vast amount of information on virtually every topic imaginable, it is important for a web filtering vendor to provide enough category coverage to address the sites of utmost concern to customers. Though products that offer 75+ categories are considered overkill by many organizations, it is important to offer the category coverage necessary to meet the unique needs of the organization. Elron Software has done just that with its current category coverage, a list that was compiled based on direct feedback from customers.

Web Inspector ships with the following 49 categories:

· Abortion

· Ads

· Adult

· Alcohol/Tobacco

· Anonymizers

· Arts/Humanities

· Business

· Chat

· Crime

· Drugs

· Education

· Entertainment

· Fashion

· For Kids

· Freeware Downloads

· Gambling

· Games

· Government

· Hate/Extremism

· Health

· Hosting/Personal Sites

· Investing/Finance

· Job Search

· Lingerie/Intimate Apparel

· Message Boards

· Military

· Multimedia

· News/Media

· Nudity

· Peer-to-Peer Computing

· Politics/Activism

· Real Estate

· Reference

· Relationships/Dating

· Religion

· Restaurants/Dining

· Science/Technology

· Search Engines/Portals

· Sex Education

· Sexually Explicit

· Shopping

· Society/Culture

· Sports

· Travel

· Vehicles

· Violence/Profanity

· Weapons

· Web-based Email

In addition to the categories listed above, Web Inspector offers the ability to create administrator-defined categories to address topics of interest that may not be included in Web Inspector’s default category list.

2.4 Reporting

Web Inspector offers hundred of reports on web surfing, in both tabular and graphical formats, resulting in the most comprehensive reporting in the industry. They are available in HTML or CSV formats. Web Inspector’s reports are organized in an intuitive ‘Report Tree’ for easy navigation. (Web Inspector’s Report Tree is displayed in Figure 2.)
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Figure 2. Web Inspector’s Report Tree

Reports can be emailed, printed, or saved to a file on the network. Web Inspector also lets the administrator schedule reports. Reports can be scheduled to occur once, hourly, daily, weekly, or monthly. In addition, Web Inspector’s Report Tree offers a ‘Favorites’ folder where administrators can store the most popular reports for quick viewing later.

Web Inspector logs all http traffic it detects to a relational, SQL database in real time. This information is then made available for reporting purposes through the Web Inspector Administration Console. Once a report is generated, it is displayed through the system’s web browser. This allows Web Inspector to take advantage of browser capabilities such as printing, emailing, and bookmarking favorite reports. Web Inspector supports both Netscape Navigator and Internet Explorer.

Many of Web Inspector’s tabular reports offer links to related reports, which is another benefit of browser-based reporting. This feature enables administrators to drill down to a more granular level into the surfing habits of the organization. For example, by clicking on a link in a Category Report, the administrator can view the accessed sites in that category. (A sample Web Inspector report is displayed in Figure 3.)
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Figure 3. Sample Web Inspector report with links.

The available Web Inspector report types include:

Access Statistics:

Access Statistics display counts of passed, blocked, and total accesses. Access Statistic reports include:

· Total accesses in the reporting period

· Date and time of the most recent access

· Number of passed and blocked accesses

Access Histograms:

Access Histograms display a history of web accesses by hour of the day or date. Access Histogram reports include:

· Date or hour of the access

· Total number of accesses

· Number of passed and blocked accesses

Detailed Access Logs:

Access Logs display a detail of every web access. Access Log Reports include:

· Site name

· URL

· Category

· Date and time of most recent access

· Action Taken (passed or blocked)

Surftime Statistics:

Surftime Statistics display the total amount of time spent surfing. Surftime Statistic reports include:

· Total Surftime for the reporting period

· Number of sessions

· Average length of the session

Surftime Histograms:

Surftime Histograms display a history of surftime by hour of the day or date. Surftime Histogram reports include:

· Surftime in minutes for each session

· Number of sessions

· Average length per session

· Associated costs to the organization

2.5 Real Time Monitor

Web Inspector offers instant monitoring of web traffic with a Real-Time Monitor, which provides a scrolling view of the currently requested URL’s. The Real-Time Monitor, shown below in Figure 4, displays:

· An Index Number

· URL

· Category

· User Name (If user authentication has been enabled)

· Server IP address

· Workstation Name

· Workstation IP address

· Action (Whether the access was Passed or Blocked)

In addition, administrators have the ability to color code the accesses that get displayed on the screen based on how they are classified. This provides administrators the ability to easily differentiate between business and non-business related web accesses. For example, accesses that Web Inspector classifies as ‘Sexually Explicit’ can be coded as red, so that they are easily distinguishable from the other accesses.
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Figure 4. Web Inspector’s Real-Time Monitor

2.6 Distributed Deployment

For organizations with multiple Internet gateways or a substantial volume of traffic, Web Inspector offers a feature called ‘distributed deployment.’ This feature enables the deployment of multiple Web Inspector collector machines that can be administered via a single console. This feature eliminates the need to install a full copy of Web Inspector at every location and a single web filtering policy can be maintained for an entire enterprise organization. (Web Inspector’s ‘System’ screen is displayed in Figure X, which shows the existence of two Web Inspector Collector machines.)

This approach also provides a single point for reporting. All surfing data is written directly to the primary collector’s database via an ODBC connection in real time. This ensures that Web Inspector’s reports are always up-to-date and accurate. Therefore, database software is not required on the Web Inspector secondary collector machines.

To ensure that policy is enforced in real time, each secondary collector performs the blocking of web sites. The filter service, which performs site blocking, resides on every collector, as does the classification service, which performs web site categorization. This guarantees the accuracy and integrity of Web Inspector’s policy enforcement.
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Figure 5. Web Inspector ‘System’ screen displaying the existence of two collector machines.

3. How Web Inspector Works

3.1 Filtering Technologies

There are essentially two types of web filtering products available today: ‘pass-by’ and ‘pass-through’. Each one offers distinct advantages and benefits that need to be considered by each organization so the right choice is made for their individual environment. For maximum flexibility, Web Inspector offers both ‘pass-by’ and ‘pass-through’ deployment options.

Pass-through Technology

Products that utilize pass-through technology require integration with some other network device such as a proxy server or firewall. All outbound web requests must pass through this device, which serves as an Internet gateway. Once this device receives a request for a web site by a workstation, it must first consult with the filtering product before allowing the request to pass. The web-filtering product then analyzes the request to determine whether or not it violates policy. If it does, then the gateway product does not allow the web request to be fulfilled and the site is blocked. If not, then the request is allowed to pass.

Often times, the pass-through product gets installed directly on one of these gateway devices. In this case, the decision on placement of the web-filtering device is an easy one. Furthermore, no additional hardware needs to be purchased to support the web-filtering software. This results in cost savings for the organization and can be an optimal solution for smaller environments that have limited IT budgets.

Web Inspector offers two pass-through deployment choices with its MS Proxy 2.0 and MS ISA Server plug-ins. The Web Inspector software is installed in the same machine and can leverage the user authentication done by the Proxy or ISA Server, which can be used in enforcing policy and generating user-based surfing reports.

However, there are also some disadvantages to pass-through products that organizations need to be aware of. First, since the requests for web sites are actually stopped at the gateway while the filtering product analyzes the request against its rules, a certain amount of latency can result, especially during periods of high traffic volume.

Second, pass-through products might be considered a single point of failure. The administrator needs to be aware of any repercussions that result from the web-filtering product failing. If the web-filtering product fails, what will happen to Internet connectivity?

Third, since pass-through devices are dependent on another network device, what happens to your investment should you decide to change firewalls or proxy servers? Will you need to purchase an entirely new product? Does your web-filtering vendor have a product that can successfully integrate with your new device? These are questions that need to be answered if you are considering a web-filtering product that relies on pass-through technology.

Pass-by Technology
Pass-by technology, on the other hand, does not require any integration with Internet gateway products. Pass-by filtering products are installed on standalone servers, such as Windows NT or Windows 2000, and reside as passive elements on the network. The typical placement for a pass-by-filtering product is on the same collision domain as the Internet gateway. With its network interface card in promiscuous mode, pass-by-filtering products inspect all the outbound web traffic and compare the requests to its configured policy. If a web request violates policy, then a packet is sent to the requesting workstation containing a block message, and a reset connection is sent to the web server.

Like products based on pass-through technology, pass-by products also have advantages and disadvantages that need to be considered.

First, a major advantage of pass-by products is that they do not impede network traffic and will never negatively impact network performance. They reside as passive elements on the network and if they happen to fail, Internet connectivity is not affected. This architecture also results in a much more scalable product, as increased traffic volumes will not adversely affect network throughput.

Second, since pass-by products do not require integration with other network devices, they can successfully operate in a virtually unlimited number of network environments, independent of the firewall, proxy server, or cache engine you decide to deploy. This also results in a higher degree of investment protection, since pass-by web-filtering products do not run the risk of becoming obsolete with a changing network.

One disadvantage to pass-by filtering products, however, is the requirement for additional hardware. Most pass-by products will require their own server, dedicated to performing the monitoring and filtering functions. This may prove to be a hardship for organizations where hardware resources are scarce, whereas pass-through products can often be installed on an existing network device.

Web Inspector blocking (pass-by)

Since Web Inspector’s promiscuous mode version requires only one network interface card, the question often arises pertaining to Web Inspector’s ability to block web sites.

When Web Inspector detects a workstation attempting to access a restricted site, it will block the site by sending a spoof packet back to the requesting workstation. Web Inspector builds a packet to send back to the workstation in reply to the specific HTTP GET Request. The Source and Destination IP Addresses of the GET Request are swapped, meaning that the Source IP address is changed to the Destination IP address, and the Source IP address of the spoof packet is the IP address of the Web Inspector Collector. The spook packet that Web Inspector sends contains a customized block message and appears to the workstation to have originated from the requested web site. This results in an extremely effective method of blocking web sites.

3.2 Site Classification

Web filtering solutions on the market today generally use either static URL classification lists or some form of dynamic content analysis to perform web site classification. Since the inception of web filtering software, static URL list classification technology has been the prevalent approach used by most vendors for web site classification. Under this approach, the vendor compiles a list of sites cultivated from the World Wide Web and classifies them based on self-defined, subjective criteria.

The original cultivation of these sites can be accomplished in a few different ways. The web filtering company can use some form of artificial intelligence or web crawling technology to build a list of sites. The sites then undergo some form of human review process to ultimately classify them, or, the vendor can rely on their artificial intelligence engine to classify the sites. While relying on a human review of every single web site may result in a more accurate solution, it adds a tremendous amount of overhead to the organization, thereby increasing costs for the customer.

Once a vendor-supplied list is created, it is then made available to customers via a subscription model with the vendor usually supplying some form of regular update mechanism. This update process can occur daily, weekly, biweekly, etc. The more often the update process occurs, the better chance that the URL list will be able to keep pace with employee surfing and the explosive

growth of the Internet. However, no matter how often the updates occur, it is virtually impossible for a URL classification list to have knowledge of all the available sites on the Internet. Furthermore, this approach is generally a very expensive proposition for a company as they carry very large annual subscription fees to keep the classification list current. In addition, as the database grows in size, so do the recommended hardware requirements for the server it is installed on.

Another approach to web site classification is content-based classification. As opposed to relying on a static URL classification list, content-based classification products categorize sites by the actual content of the web page and the source code, or meta tags, of the site being analyzed. The advantages to this approach include the ability to classify the newest sites on the Internet that have not been added to any static URL list, and the cost effectiveness of this approach. Products that utilize content-based classification do not need list updates and therefore do not charge an annual subscription fee. 

However, content-based classification also has some minor drawbacks. First, web sites that are mostly graphical may not contain enough key words to elicit a classification. Second, there are some topics that are so ambiguous that it makes it very difficult to classify them by their content. Therefore, to address the limitations of both approaches, Web Inspector offers a hybrid method  of list-based and content-based classification to deliver the most complete solution in the industry.

In addition to its comprehensive database of web sites, Web Inspector offers content-based classification through its SmartList™ technology. SmartList leverages specific keywords and phrases associated with certain categories that allow it to dynamically recognize and accurately categorize new sites. The dictionary of keywords and phrases is customizable by the administrator in the event they need to be tweaked to a specific customer environment.

A common misconception regarding content-based filters is their level of accuracy. Some people seem to believe that sites addressing content such as breast cancer research will erroneously get flagged as ‘Sexually Explicit.’ Although Elron Software cannot make claims for other content-based technology, SmartList will not produce these types of incorrect results due to the intelligence of its content scanning engine.

As opposed to relying on simple key word matching, Web Inspector performs a more sophisticated process called statistical language analysis to determine site classification. This process uncovers key word matches and assesses their frequency in relation to the other words on the web page. Then, it contributes a score to each word based on its severity. If the total score meets or exceeds a pre-defined threshold, a match results and the site is classified accordingly. This has proven to be a extremely accurate method of content-based classification.

Besides offering list-based and dynamic filtering technology, it is also important for web filtering solutions to offer different levels of classification. Since web sites may host various types of unrelated content, it is important that the web filtering solution provide the ability to classify each individual page. For example, Web Inspector offers the ability to classify the following four levels of sites on the Internet:

· Fully qualified domain name - www.site.com

· Multidomain - site.com

· Directory – www.site.com/shopping

· Page – www.site.com/shopping/payment.htm

3.4 Enterprise Performance and Scalability

Web Inspector is a highly scalable product, in either pass-by or pass-through deployment option, providing the ability to monitor and control thousands of web users. Internal testing in pass-by deployment indicates that each Web Inspector collector, with the recommended hardware requirements, can handle a sustained load of 750 accesses per second and peak loads in excess of 1,000 accesses per second. This results in the ability to handle tens of millions of web accesses per day.

For an even higher degree of scalability, Web Inspector allows the deployment of multiple collectors that write information to a single database and offers a central point for reporting and administration. This configuration can be deployed for organizations with multiple gateways or a single gateway supporting a large number of Internet users.

The current design of Web Inspector can easily support a deployment consisting of up to 16 collector machines that write information to a central database. Each collector can monitor up to 6,000 unique workstation, resulting in an aggregate scalability of almost 100,000 workstations.

Its pass-by architecture also enables Web Inspector to monitor a high volume of traffic without introducing latency into the network. Pass-by products, such as Web Inspector, get installed on a dedicated computer or workstation and reside as a passive element on the network. It does not require integration with other network devices, is a simple installation, and is not a single point of failure.

Web Inspector is a multi-threaded application, meaning that its design can take advantage of multi-processor machines to increase scalability. It allows multiple streams of execution to take place concurrently within the same program, each stream processing a different transaction or message. If deployed on a multi-processor machine, one processor can be dedicated to web filtering while the other handles database functions.

Finally, Web Inspector’s buffering capacity also increases its scalability. Web Inspector buffers excess traffic to a file, allowing it to keep up with periods of high traffic volume. This offers increased buffering capability over products that rely solely on memory to buffer traffic.

3.5 Workstation and User Authentication

User Authentication

The ability to accurately identify user names is one of the most important aspects of a reliable web-filtering solution. This feature is even more significant if an employee can receive disciplinary action for his or her surfing habits. Understanding the importance of this feature, Web Inspector offers multiple options for user tracking to accommodate a variety of network environments.

Contributing to Web Inspector’s accurate user tracking is its ability to track both user log-ins and log-outs. Many competing web-filtering solutions only track user log-ins, which may result in inaccurate surfing data. In addition, Web Inspector integrates tightly with a user’s network login, which is transparent to the end user. As another option, however, Web Inspector offers a form of interactive login called Forced Login.

User authentication also allows an organization to enforce policy and produce web surfing reports by user name. For maximum flexibility to meet any customer environment, Web Inspector offers four methods of user authentication.

Transparent User Authentication (TUA)

TUA tracks users with UDP login, keep-alive, and log-out messages sent periodically to a Web Inspector server from a workstation running Windows 95, 98, NT4, 2000, or XP. Web Inspector offers two forms of its Transparent User Authentication (TUA):

· User Authentication Module (UAM)

· Lightweight User Authentication (LUA)

UAM

The User Authentication Module (UAM) is embedded in a self-extracting executable file (the UAM file) that resides on the Web Inspector server and is installed through a log-in script on each client computer to track log-ins and log-outs. Once this file executes on the client computer, you can track web surfing by user name.

LUA

Lightweight User Authentication (LUA) is engaged via an executable run from NT or Novell log-in scripts when a user logs onto a computer. It is similar to UAM, but simpler to deploy, as it does not require an executable on every client workstation. It is installed on a shared file server or domain controller and runs in the background, gathering user information on local computers and sending it back to the respective Web Inspector collector.

The chart below compares UAM and LUA:

UAM
LUA

Tracks logins and logouts of users and communicates the user name and workstation name to WI collectors, enabling WI policy and reporting based on users and workstations.
Tracks logins and logouts of users and communicates the user name and workstation name to WI collectors, enabling WI policy and reporting based on users and workstations.

Transparent to the end user when installed by login script.
Transparent to the end user.

Requires a one-time installation on each workstation by download or by login script.
Requires no software installation. The LUA exists as a file server, not as a workstation file, and is invoked by a login script.

Other forms of User Authentication

When deployed as a plug-in module, Web Inspector can leverage the user identification done by the MS Proxy or ISA Server. MS Proxy 2.0 and ISA Server can be configured to identify users attempting to access the web, and this information can be seamlessly passed to Web Inspector for policy enforcement and reporting purposes.

Web Inspector’s Forced Login prompts users for a user name and password when they launch a web browser. This is an interactive form of user authentication that is ideal for reminding users that web activity is being monitored or when multiple employees share the same workstation. 

Workstation Authentication

Out-of-the-box, Web Inspector monitors web surfing by workstation name, even in DHCP environments. This requires no additional configuration and is a default feature of Web Inspector. It accomplishes workstation resolution by looking at the source IP field within the packet of an HTTP GET request to determine the IP address of the workstation that initiated the request. If Web Inspector has never seen this workstation before, it will utilize the following steps to determine the workstation name from the IP address:

· If a method of Transparent User Authentication (TUA) has been implemented, Web Inspector obtains the workstation name and respective IP address from a UDP packet transmitted by the User Authentication Module or Lightweight User Authentication.

· If a method of TUA has not been implemented, then Web Inspector will query the Domain Name System server (DNS). If there is a Pointer Record (PTR) for the workstation, then Web Inspector will be able to obtain the Fully Qualified Domain Name (FQDN) via DNS.

· If there is no PTR record for the workstation, then Web Inspector will initiate a NetBIOS query to determine the hostname of the workstation.

3.7 Web Inspector Services

The IM Administration Console provides the graphical user interface that administrators use to create policy, run reports, and performs system management functions. The IM Administration Console can run anywhere, either on the Web Inspector machine itself or another PC on the network. The IM Administration Console can run as a standalone application or in a web browser for maximum flexibility.

In addition to the IM Administration Console, there are five possible services that may be installed on the Web Inspector machine, depending on the Web Inspector configuration. Each service performs a different task necessary for the proper functioning of Web Inspector.

The IM Administration Service runs on the primary collector only (database host), whether employing Web Inspector’s promiscuous mode version or the MS Proxy/ISA plug-in. The IM Administration Server facilitates communications between the IM Administration Console and the Web Inspector machine and feeds updates to the Web Inspector Filter Server. It is also responsible for generating reports and Web Inspector’s reporting modules exist here.

The IM Web Inspector Classification Service runs on every collector, whether utilizing the promiscuous mode version or the MS Proxy/ISA plug-in. It classifies sites through the SmartList engine, gets new sites, and returns results through data files.

The IM Web Inspector Data Service also runs on every collector, whether utilizing the promiscuous mode version or MS Proxy/ISA plug-in. This service is responsible for processing session and access data and writing .dat files to the database.

The IM Web Inspector Filter Service runs on every promiscuous collector and performs the following functions:

· Detects, analyzes, and controls traffic

· Tracks user and workstations

· Feeds, user, workstation, and site data to database

· Feeds session and access data to Data Server through data files every five seconds

· Sends new sites and receives classification results to and from Classification Server through data files

· Receives user, workstation, site, category, and policy updates from Administration Server

The IM Web Inspector Maintenance Service runs on every machine on which the database is installed. It facilitates a routine cleanup of the database, purges aged data, and sends alerts if the MSDE database size approaches 2 GB. The Maintenance Server also derives surftime data.

Finally, IM Web Inspector also comes with a variety of utilities that help with its administration. Utilities do such administrative tasks as:

· Start and stop the Web Inspector services

· Attach and detach the Web Inspector database

· Import User and Workstation Groups (LDAP import)
4. Summary

Whether an organization has 50 employees with a moderate amount of web traffic or an enterprise organization with thousands of web users, Web Inspector is the best choice for reliable, flexible, easy-to-use Internet filtering. Offering enterprise performance and scalability, Web Inspector can efficiently monitor and manage extremely large volumes of web traffic, even in environments with multiple gateways with its distributed deployment.

Efficient pass-by technology monitors TCP/IP traffic as a passive element on the network and will not interfere with network traffic or increase congestion. For maximum flexibility, Web Inspector also offers a pass-through deployment option via a MS Proxy or ISA Server plug-in.

Its powerful, customizable reporting offers the most extensive reporting capabilities of any web-filtering vendor. Choices of tabular and graphical reports provide administrators with a wealth of reporting options and the ability to email and schedule report delivery provides an easy way to disseminate web surfing data to key personnel.

Since Internet privileges may be different depending on the employee, Web Inspector allows organizations to manage web usage by individual, group, category, or even time of day. And when policy changes occur, you can create new rules in a matter of seconds.

Only Web Inspector provides a comprehensive database of sites, coupled with dynamic content scanning, for the most accurate classification available. Exclusive SmartList technology identifies and verifies suspect sites based on statistical language analysis of actual web page content. This offers the highest level of accuracy when determining inappropriate sites. Plus, there’s no need to continuously update or pay subscription fees for third party, URL block lists.

5. About Elron Software

Elron Software (www.internetmanager.com) provides a comprehensive Internet Policy Management (IPM) solution that enables organizations to enhance the productive use of their Internet connections while limiting the risks associated with providing Internet access. The Internet Manager® product family consists of IM Message Inspector™, IM Web Inspector™ and IM Anti-Virus™.  Elron Software has licensed its products to over 4,600 organizations and government entities. With worldwide headquarters in Burlington, Massachusetts, Elron Software is a privately held subsidiary of Elron Electronic Industries (Nasdaq: ELRN).

Product Overview

IM Message Inspector

Provides intelligent context-sensitive filtering for electronic communications. Superior spam detection is powered by a proactive engine that does not require signature updates.  Using Full 

Text Analysis, Message Inspector applies patented and patent-pending technologies to accurately identify and manage offensive, inappropriate or proprietary email content. Message Inspector can be applied to meet an organization’s unique email content filtering needs.

IM Web Inspector

Provides organizations with the ability to proactively monitor and manage web access. Using Elron Software’s SmartList™ technology, web site access is dynamically classified based on actual content, allowing organizations to enforce an Internet Usage Policy by reporting or, if necessary, blocking access to particular sites.

IM Anti-Virus

Can be easily deployed and updated to protect against virus attacks. Incorporating anti-virus detection and repair technology from industry-leading vendors such as McAfee, IM Anti-Virus manages and reports on virus activity for an entire organization from a single gateway installation.

Clicking here will display every web page accessed in the ‘Sports’ category with a hyperlink to each one.





Clicking here will display all the accessed sites in the ‘Shopping’ category.





Web Inspector report types.





Web Inspector’s graphical reports are available here.





These icons represent Web Inspector Collector machines. 





Define the Collector IP ranges.
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